C.9 [bookmark: _Toc361133988][bookmark: _Toc361134232][bookmark: _Toc467503990]Director of Information Technology
(Ref. By-Law 8.B.3)
C.9.1 The Director of Information Technology should have experience with Information Technology in an enterprise environment.
C.9.2 The Ddirector of Iinformation Ttechnology shall represent the IT Tteam to the Vice President of Operations and the Engineering Society Executive.
C.9.3 The Director of Information Technology shall be responsible for:
a. Supervising the IT Tteam and ensuring the team is actively working on projects that will improve student life through better technology in the Engineering Society.
b. Managing the Engineering Society's cloud servers, cloud load balancer and cloud databases to provide web hosting web, e-mail and file storage services.
c. Continue the relationship with the Alma Mater Society to provide Engineering Society emails.
d. Performing the budgetary planning for the Engineering Society Iinformation Ttechnology Ddepartment.
e. Maintaining the Engineering Society's workstations for use by the Engineering Society's Executive, Directors,  and Officers and members.
f. Protecting the integrity and security of the EngSoc's Engineering Society’s data, through appropriate archival and security policies.
g. Working with the Engineering Society's services, clubs, groups and design teams to ensure effective and efficient use of shared and private IT resourcesdata.
h. Keeping a full inventory of the Engineering Society's physical information technologyIT assets, including purchase dates and warranty information.
i. Compiling and maintaining complete documentation for all aspects of the Engineering Society's information technology IT infrastructure.
j. Providing training and documentation for all users, managers and webmastersers of Engineering Society computer equipment and any other information technology services offered by the Engineering Society’s Information Technology Department.
k. Training Computer Managers, the Webmaster, and the Web Team.
l. Coordinating projects among the IT team.
m. Delegating work to the appropriate positions of the IT team.work to the IT Team Manager, to further delegate within the team.
n. [bookmark: OLE_LINK11][bookmark: OLE_LINK12]Submit a transition report that the end of their term.Represent the Engineering Society on the Information Services and Technology Student Advisory Committee.
o. [bookmark: OLE_LINK9][bookmark: OLE_LINK10]Submit a transition report at the end of their term. 
C.9.4  The Director of Information Technology shall be the Chair of the hiring panel responsible for hiring the IT Team Manager.
C.9.5 The IT Team Manager shall be the Chair of the hiring panel responsible for hiring all of the IT Team Members.all members of the IT team excluding the Director of Information Technology position.
C.9.6 


λ: Information Technology
Preamble: The Information Technology policy outlines the responsibility of Information TechnologyIT officers  inclusive their roles and responsibilities. The policy details the appropriate use of all information technology owned and/or operated by the Engineering Society made available to its members for both personal/academic use as well as for work of the Ssociety. Services managed by the Information TechnologyIT officers are also detailed in this policy.
1. [bookmark: _Toc361134233][bookmark: _Toc467503991]Information Technology
A.1 [bookmark: _Toc361134234]General
A.1.1 Information Technology is an essential department vital to the operations of the Engineering Society.
A.1.2  There shall be an IT Tteam consisting of the Director of Information Technology, IT Team Managerrs, and IT Team Mmembers.
A.1.3  In conjunction with the Director of Information Technology, theThe IT Tteam will be responsible for overseeing all aspects of the Engineering Society’s Information Technology.
A.2 [bookmark: _Toc361134235]IT Tteam
A.2.1  The IT Tteam shall oversee work towards common goals that improve all aspects of the Engineering Society’s Information Technology through innovative projects or improving already implemented solutions.
A.2.2 The IT Team shall act as a resource to the Director of Information Technology to off load time consuming work and to allow the Director of Information Technology to focus on their portfolio goals. The IT Team will also be responsible for the following duties at the discretion of the IT Team Manager and Director of Information Technology:	Comment by Tyler Bennett: I would say:
“The IT Team will also be responsible for the following duties at the discretion of the IT Team Manager and Director of Information Technology”	Comment by Robert Saunders: 
a. Support requests
b. Website migrations
c. Domain name system issues
A.2.3 The IT Team shall be trained to complete any common task in regard to the Engineering Society’s Information Technology infrastructure. including, but not limited to:
a. Managing the Society’s web, e-mail and file storage services.
b. Maintaining workstations for use by the Engineering Society Executive, Directors and Officers.
c. Working with account holders to protect the integrity and security of the Engineering Society’s data, through appropriate archival and security policies.
A.2.4 Working with the Engineering Society’s services, clubs, groups and design teams to ensure effective use of Information Technology resources.
a. Upholding the Engineering Society Computing Policy, as seen in Section B.
A.2.5 The IT Tteam shall report their activities to the Director of Information Technology.
A.2.6 Each member of the IT Tteam Member shall complete a confidentiality agreement to be submitted to the Vice-President (Student AffairsOperations).
A.2.7 Each IT Team Member shall ensure that at the end of their term proper documentation and transition material is passed to their successor.
A.3 [bookmark: _Toc361134236]Director of Information Technology
A.3.1 The duties of the Director of Information Technology shall be consistent with those outlined in Policy Manual Section β.C.8 and By-Law 8.
A.4 [bookmark: _Toc361134237]Summer IT Officer
A.4.1 The outgoing Executive shall bring a motion before Council at the last meeting of the Fall term to determine the existence of a Summer IT Officer position for the upcoming summer.
a. If Council approves the position, the Summer IT Officer shall have a paid summer position and will be required to be in Kingston for the summer to develop and maintain EngSoc information systems, to represent the Society’s information technology interests and serve as resource for the Engineering Society members. 
b. The Summer IT Officer position will be offered to the incoming Director of Information Technology. 
c. Should the Director of Information Technology decline the position, it shall be hired by a committee consisting of, at a minimum, the Vice-President (Student Affairs) and the incoming Director of Information Technology. 
d. The Summer IT Officer position will follow the planning and reporting process as described for the summer Executive positions in β.B
e. The Summer IT Officer shall be compensated an amount equal to the Summer Executive positions as seen in β.B.4.
A.5 [bookmark: _Toc361134238]Recognition and Appreciation
A.5.1  The IT team shall budget for one appreciation dinner per year.
B. [bookmark: _Toc361134239][bookmark: _Toc467503992]Engineering Society Computer Policy
B.1 [bookmark: _Toc361134240]Accounts
B.1.1 Accounts for the Engineering Society computing facilities, including but not limited to web, e-mail and file storage, will be given out by the Director of Information Technology to individuals or groups needing access.
B.1.2 The Director of Information Technology shall create new accounts for users that request access, upon receipt of the account creation form, stating both the purpose for said account and the duration for which the account will be necessary.
B.1.3 Accounts designated for a group of people shall be given to a designated account holder who shall have full responsibility over the account. This designated account holder shall usually be the “head” of the group, when possible.
B.1.4 In the event that there should be two heads of a group, both heads shall be given account information, the name on the account shall remain fixed, describing the representative group, and both members shall adhere to all rules outlined in By-Laws 20-21 and this policy.
B.1.5 Accounts shall be given to groups instead of to individuals except when there is a clear need for individuals to have their own independent account.
B.1.6 The designated account holder(s) must use discretion when allowing other group members access to their group account.
B.1.7 The IT Team are required to keep on file the name and (non-EngSoc) e-mail address of every account holder.
B.1.8 At the end of a user’s term, they are required to send an e-mail to the Director of Information Technology relinquishing their access to the account, allowing for it to be transitioned to the new user. Such an e-mail will contain information pertaining to whom the new account owner is, including the Queen’s e-mail address at which the new user can be contacted and the name of the new user.
a. If the outgoing member has not e-mailed the Director of Information Technology by the time the incoming member officially comes into office, the Vice-President (Student AffairsOperations) is permitted to access the account and purge all personal information, allowing for it to be transitioned to the incoming member. 
B.2 [bookmark: _Toc361134241]Computer Usage Rules and Guidelines
B.2.1 All users are bound by the Queen's University Computer User Code of Ethics.
B.2.2 All software installed on EngSoc Engineering Society workstations must be approved by the EngSoc Director of Information TechnolgyIT Managers.
B.2.3 [bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]EngSoc Engineering Society facilities should not be used to store personal files, i.e. files unrelated to the business, operation or history of Engineering Society EngSoc and its affiliated groups, clubs and services. Such files will be removed without warning by the IT Managers. This includes, for example, academic assignments.
B.2.4 Computer users may have access to confidential data belonging to Engineering SocietyEngSoc. Under no circumstances shall this data be disclosed to others. In the event that such a breach in confidentiality occurs, the Vice President (Student AffairsOperations) must be notified within 48 hours, and appropriate actions will be taken.
B.2.5 With the exception of the computers purchased by the BED Fund, Engineering Society EngSoc computer facilities are primarily to be used for Engineering Society EngSoc related activities. Such activities shall have priority over personal use.
B.2.6 Account passwords should be changed on a frequent basis. At the very least, the passwords must be changed when there is a new account holder.
B.2.7 Users must not disclose their password to anyone. 
B.2.8 Users should not leave computer logged in and unattended. When they have finished using a computer or other resource, they must log off.
B.2.9 Users shall be courteous when sharing limited computer resources.
B.2.10 The Engineering Society EngSoc reserves the right to monitor the use of all accounts and computing resources.
B.2.11 The Engineering Society EngSoc will charge users a fee for printing to be set by the Vice-President (Operations).
B.3 [bookmark: _Toc361134242]Disciplinary Action
B.3.1 In the event that the  Engineering Society EngSoc computing facilities are being abused, any or all of the following actions may be taken by the Director of Information Technology and the Vice-President (Student AffairsOperations), depending on the nature and severity of the request:
B.3.2 A warning and request to cease the violation may be issued.
B.3.3 The user may be held responsible for repayment of any costs incurred.
B.3.4 Access to the Engineering Society EngSoc computing facilities may be restricted or suspended.
B.3.5 The Engineering Society EngSoc Executive and Council may be notified.
B.3.6 Queen’s University Information Technology Services may be notified.
B.3.7 The above actions do not preclude other Engineering Society EngSoc or University disciplinary or legal actions from being invoked.
B.4 [bookmark: _Toc361134243]Website
B.4.1 All website content from teams, clubs or services shall be hosted on Engineering Society resources and shall be overseen by the Director of Information Technology, unless express written permission is given to the group by the Vice President (Student Affairs)any of the Executive.
B.4.2 Those producing website content shall endeavour to ensure that it preserves the strong reputation of the Engineering Society and of the Faculty of eEngineering and Applied Science.
B.4.3 All website content must comply with the Queen’s Code of Conduct.
B.4.4 The Vice-President (Student AffairsOperations) shall have authority over and responsibility for any content hosted on the Engineering Society domain or housed on Engineering Society resources.
B.4.5 The Vice-President (Student Affairs)Executive may order the removal of any content deemed to be inconsistent with the reputation and image of the Engineering Society.
B.4.6 Such a decision may be appealed to EngSoc the Engineering Society Council, who may overrule the Vice-President (Student Affairs)Executive with a majority vote.
C. [bookmark: _Toc361134244][bookmark: _Toc467503993]Mailing List Practices
C.1 [bookmark: _Toc361134245]General guidelines
C.1.1 The Engineering Society shall maintain a number of mailing lists for informational purposes. These lists shall be used solely as a method of providing information to members and promoting the advancement of the Society and its membership.
C.1.2 All Society mailing lists are implicitly opted-into upon payment of Engineering Society student fees, with the exception of opt-in lists created by other groups and officers.
C.1.3 All mailing lists shall be distributed by the Vice President (Student Affairs), with content from the specified parties.
C.1.4 Titles of messages posted to open mailing lists shall be preceded by the name of the mailing list in square brackets, and should not contain any:
a. Mistakes in grammar or spelling
b. Abbreviations
c. Acronyms
d. Fully capitalized words
e. Exclamation points in succession
C.1.5 Message contents on lists operated by the Engineering Society shall not contain any content that is discriminatory, derogatory or generally offensive.
C.1.6 Messages posted to Engineering Society mailing lists should be free of spelling and grammar errors.
C.2 [bookmark: _Toc361134246]AllEng mailing list
C.2.1 The purpose of the AllEng mailing list is to be the primary means of electronic communication between the Engineering Society and the entirety of its membership
a. All new members of the Engineering Society shall be subscribed to the AllEng mailing list upon their arrival to Queen’s University in the fall term.
b. All graduating members shall be removed from the AllEng list upon the start of the next fall term immediately following their graduation.
c. Unsubscription from the AllEng list while an active member of the Engineering Society may be requested through written petition to the Vice President (Student Affairs).
C.2.2 The AllEng mailing list shall be moderated by the Vice-President (Student Affairs), with newsletters to be created and formatted by the Director of Communications.
C.2.3 The AllEng mailing list shall be sent out once weekly during both the fall and winter terms, and may also be sent out once monthly during the summer months and during exam periods.
C.2.4 Topics of messages posted to the AllEng mailing list shall be strictly limited to:
a. Information regarding events associated with the Engineering Society and/or its associated groups:
i. Conferences are defined as events in this context.
b. Information regarding involvement opportunities within the Engineering Society and/or its associated groups.
c. Matters of significance to the community at large, with specific relevance to the Engineering Society membership.  These shall include, but not be limited to:
i. Messages from the Alma Mater Society.
ii. Messages regarding municipal, provincial and federal elections.
C.2.5 Confidential information, as described in By-Law 20.B, pertaining to the creation of the year mailing lists and the “AllEng” mailing list shall be confined to the parties named in the agreement with the Registrar’s Office. No other officers or members of the society shall have access to this information. 
C.2.6 Any complaints about the content in the AllEng mailing list may be directed to the Vice President (Student Affairs) or the Engineering Review Board.
C.3 Year Mailing Lists
C.3.1 There shall exist mailing lists for each present undergraduate year for the purpose of conveying information to each year as it specifically applies to each year.
a. Each year mailing list shall contain all members of that year.
C.3.2 All year mailing lists shall be administered by the Vice President (Student Affairs).
a. Content for year mailing lists shall be submitted to the Vice President (Student Affairs) from year Executive councils for distribution no more than once per week. The only exception is the first year mailing list, where content must only come from the Director of First Year.
C.4 Council Mailing List
C.4.1 There shall exist a mailing list that contains all voting members of the Engineering Society Council, Directors, other non-voting officials, and any non-voting member who wishes to receive the Council mailing distribution
a. Non-voting members can request membership to the council list by sending an e-mail request to the Director of Information Technology. 
C.4.2 The Council mailing list shall only contain notices of reminder about upcoming councils and council documents. 
C.4.3 The Council mailing list shall be distributed no more than once per week during the school term, once during exams and once per month over the summer.

C.4.4 The Director of Internal Affairs is the only person that can submit content for distribution to the list, with the exception of the Vice President (Student Affairs) and President during the summer months.
C.5 Additional Mailing Lists
C.5.1 From time to time there may be need for officers of the society or groups within the society to maintain a mailing list. In this case, the interested party must contact the Vice President (Student Affairs), who shall make a determination if the list furthers the objectives described in section C1.1. Additionally, the Director of Information Technology shall be consulted on list message volume, to ensure that the desired list will not hinder the delivery of other messages.
C.5.2 Lists created by officers or groups must adhere to the guidelines outlined in C1. 
C.5.3 Any collector of information for the creation of a mailing list shall sign confidentiality agreement, and shall ensure that any information defined as confidential collected in the process of mailing list creation is processed in accordance with the information bylaws.
C.5.4 All additional lists will be subject to audit by the Director of Information Technology periodically, to ensure that list volume is not excessive and that the list is still active.
C.5.5 Lists deemed inactive may be preserved for historical purposes, but access to list contents and list membership will be restricted.
C.6 Any complaints about content on an opt-in mailing list may be directed to the Engineering Review Board.
C.7 Confidential Council Mailing list
C.7.1 There shall exist a mailing list that contains only voting members of the Engineering Society Council, Directors, the Society General Manager, and the Council Secretary.
C.7.2 [bookmark: _GoBack]The Confidential Council mailing list shall only contain council documents related to closed sessions of council and those deemed confidential by the Engineering Society Executive.
C.7.3 Any messages or documents distributed through this list shall not be shared publicallypublicly with non-council members.
C.7.4 The Director of Internal Affairs is the only person that can submit content for distribution to the list, with the exception of the Vice President (Student Affairs) and President during the summer months.

